CLAIMS 



What 1 claim as my invention is: 



1. A computer-implemented method and system for encryption and decryption 
of text audio, graphic, video or other data, comprising steps such 
that: 

an attacker who seeks to recover a plaintext from a ciphertext, who 
may or may not know the general encryption method, but who does not know 
the specific key used for encryption, can reasonably select and arrange 
some of the symbols of the ciphertext to produce a very large number of 
decrypt attempts that are plausible, but that are unrelated in meaning to 
the original plaintext; and 

an attacker who seeks to recover a plaintext from a ciphertext, who 
may or may not know the general encryption method, but who does not know 
the specific key used for encryption, cannot know whether any one of a 
number of attempted decrypts he produces, by means of a reasonable 
selection and arrangement of some of the symbols of the ciphertext, is a 
correct original plaintext. 

2. The method of claim 1, further comprising steps such that, if the same 
plaintext is encrypted twice using the same key, the respective 
ciphertexts may be different. 



3. The method of claim 1, further comprising steps such that, if the same 
plaintext is encrypted twice using the same key, the respective 
ciphertexts may have different lengths. 

4. The method of claim 1, further comprising steps in which a key for encryption 
and decryption contains a named integer. 

5. The method of claim 1, further comprising steps in which a key for encryption 
and decryption contains a named set of symbols. 

6. The method of claim 1, further comprising steps in which a key for encryption 
and decryption contains an executable computer program. 

7. The method of claim 6, further comprising steps in which a key for encryption 
and decryption contains an executable computer program, in object code form, 
that is made known to an encryption program at run time, and that is made known 
to a decryption program at run time. 

8. The method of claim 6, further comprising steps in which a key for encryption 
and decryption contains an executable computer program that generates and uses 
pseudo random numbers. 



9. The method of claim 6, further comprising steps in which key for encryption 
and decryption contains an executable computer program that makes use of a 
source of genuinely random numbers. 



10. The method of claim 1, further comprising steps in which a key 
contains a table describing an encoding of a digit in the range 0-9 
into two or more choices of symbols, such that a symbol amongst the 
choices for a given digit does not occur amongst the choices for any 
other digit. 

11. The method of claim 1, further comprising steps in which a key 
contains a pseudo random number generator, or makes use of a generator 
of genuinely random numbers, the generator generating a permutation of 
the numbers l,...,n, where n is given as input to the generator. 

12. The method of claim 11, further comprising steps in which the generator 
generates only a permutation that does not contain any sequential subseqence of 
a specified length. 

13. The method of claim 1, further comprising steps in which a key 
contains a function depending on the length of a plaintext to be 
encrypted or decrypted, depending also on a named integer that 

is part of the key, and depending also on a pseudo random or genuinely 
random integer, the function producing a sequence of apparently random 
integers in a prescribed range. 

14. The method of claim 1, further comprising steps in which in which a key 
contains a program capable of encoding a number, digit-by-digit, into 

a sequence of symbols, using a pseudo random number generator, or using a source 
of genuinely random numbers, the pseudo random or genuinely random numbers being 
used to choose amongst the choices in a table for the encoding of each digit. 
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15. The method of claim 14, further comprising steps in which in which a 
sequence encoding a positive number, is padded, digit-by-digit, with additional 
symbols not among the choices in a table, but including symbols from an input 
plaintext, using a pseudo random number generator, or using a source of 
genuinely random numbers, to choose the padding symbols. 

16. The method of claim 15, further comprising steps in which in which a 
padded sequence that encodes a positive number, is decoded digit-by-digit, using 
a table, ignoring padding symbols not among the choices in the table, to obtain 
the unencoded number. 

17. The method of claim 1, further comprising steps in which a key contains a 
function with one input integer, that produces as output an integer in the range 
between 0 and the input, that output being used as the start position in which a 
sequence of padded encoded information is inserted into a ciphertext. 

18. The method of claim 1, further comprising steps in which an encrypter 
permutes the positions of all of the symbols in an input plaintext sequence, 
according to a given permutation, the permutation being performed over the 
entire length of the plaintext sequence. 

19. The method of claim 1, further comprising steps in which an encrypter 
permutes the positions of the symbols in subsequence blocks of an input 
plaintext sequence, according to a given permutation, the subsequence blocks not 
necessarily all being of the same length, 

20. The method of claim 1, further comprising steps in which an encrypter places 
padding of different lengths, between those symbols in a ciphertext that 
originate from a plaintext. 
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21. The method of claim 1, further comprising steps in which an encrypter places 
padding of different lengths, containing encoded information about the 
encryption process, between those symbols in a cyphertext that originate from a 
plaintext . 

22. The method of claim 1, further comprising steps in which an encrypter places 
padding, containing copies of symbols in the that occur in plaintext, between 
those symbols in a cyphertext that originate from a plaintext. 

23. The method of claim 1, further comprising steps in which an encrypter places 
padding of different lengths, at the start and/or end of a ciphertext. 

24. The method of claim 1, further comprising steps in which an encrypter places 
padding of different lengths, containing encoded information about the 
encryption process, at the start and/or end of a ciphertext. 

25. The method of claim 1, further comprising steps in which an encrypter places 
padding, containing copies of symbols in the that occur in plaintext, at the 
start and/or end of a ciphertext. 

26. The method of claim 1, in which a ciphertext is circularly rotated during 
encryption, by a number of positions that is placed as padded encoded 
information in the ciphertext. 

27. The method of claim 1, in which a ciphertext is circularly rotated during 
decryption, by a number of positions that is placed as padded encoded 
information in the ciphertext during encryption. 
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28- The method of claim 1, in which a key contains a function that a decrypter 
may use to find, from a length of a given ciphertext, a start position of a 
region of padded encoded information in the ciphertext, the information being 
about how the ciphertext was created from the plaintext during encryption. 



29. The method of claim 1, in which a key contains a function that a decrypter 
may use to separate plaintext symbols from padding. 

30. The method of claim 1, in which a key contains a function that a decrypter 
may use to separate plaintext symbols from padding, the padding containing 
encoded information about a permutation used to permute the positions plaintext 
symbols during encryption. 

31. The method of claim 1, in which a key contains a function that a decrypter 
may use to apply an inverse permutation to a permuted sequence of plaintext 
symbols in order to recover an original sequence of plaintext symbols. 

32. The method of claim 1, in which the plaintext symbols are sytematically 
translated into other plaintext symbols. 

33. An apparatus for for encryption and decryption of text audio, graphic, video 
or other data, comprising at least one computer. 

34. An apparatus for for encryption and decryption of text audio, graphic, video 
or other data, comprising two or more computers connected over at least one 
network. 
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